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Active Threat Detection

Catch the Threats that Other Tools Miss

No matter how good your security team — or how powerful your . .
security tools — there are indicators of threats going unnoticed Master the Hunt with Active
on your network, right now. After a breach, retrospective analysis Threat Detection

almost always shows that there were small signals that, when

added up, could have been the warning you needed. They The last thing a security analysts needs is another
become evidence of the clues you missed. They are hard alert vector adding noise. Alerts can contain

lessons in how to improve cyber defenses. thousands of entries, only some of which (if any)
In the age of constantly escalating threats, rampant data theft, present indicators of credible threats. Active
and devastating ransomware, you need faster detection and Threat Detection reduces the noise and draws

proactive response. You need strong conclusions. This is the clarit that analysts
need for faster, more efficient, and accuratethreat

277: Average number of days it took for organizations to hunting. With Active Threat Detection, you can:

contain a breach in 2022. . .
» Correlate weak signals across multiple

$1.12M Average savings of containing a breach in 200 days phases of an attack and generate actionable
or less (Cost of a data breach 2022 | IBM) detections.

Find threats that might otherwise go unnoticed.
. . PR
What is Active Threat Detection Cut through the noise to determine credible

This groundbreaking, proactive threat detection and hunting threats quickly and accurately to your network.
technology now available in Fidelis Network® and Fidelis Map threats to MITRE tactics and techniques
Elevate® correlates weak signals that often go unnoticed, automatically.

drawing strong, evidence-based conclusions — automatically.
Using proprietary algorithms developed by Fidelis Security’s
expert threat hunters, Active Threat Detection improves the Determine the best course of remediation
speed and accuracy of your threat hunting — often finding threats based on expert recommendations.

that other systems miss — so that you can shut the door on

would-be attackers.

Operate within detailed workflows.
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42 New/Open Threats View Unrelated Alerts Order By: Latest Alert Time

a Threat Asset Status MITRE ATT&CK Tactics Description

Access, i C i @ 1234 New @ @ @ » Targeted from an external source 52.100.165.228 (United States) over SMTP
threat-asset-1.2.3.4 » Targeted from an external source 52.100.172.228 (United States) over SMTP
% First Alert January 24, 2023 123710 « Targeted from an external source 40 107 236 40 (United States) over SMTP
o March 22 2023 125713 [ Initial Access & Execution & Credential Access « Targeted from an external source 40.107.92 72 (United States) over SMTP
= Targeted from an external source 40.107.102.49 (United States) over SMTP
[ Latest Alert  March 22, 2023 07.39:58 + Targeted from an external scurce 40.107.212.54 (United States) over SMTP

s Command & Control, Data Exfiltration =} N + Command & Control activity was detected from 10.91.111.10 1o 46.30 215.131 (Denmark)
« Command & Control activity was detected from 10.90.21.5 to 208 67 220 220 (United States)
£ FirstAlert  February 4, 2023 07:37:57 = Data exfitration was observed from threat-asset-10.90.21.5 1o 46 30.215.131 (Denmari)
3 Created March 22, 2023 13.04:42 B Command and Control & Exfiltration « Data exfiltralion was observed from threal-asset-10.90.21.5 o 203.119.26.3 (China)
« Data exfiltration was observed from threat-asset-10.90.21.510 15.211.193.120 (Ps
LE Latest Alert  March 22, 2023 061250 « Data exfiltration was observed from threat aaset-10.90.21.5 15 193.140.98 2 (Turkey)

» Command & Control, Data Exfiltration <\ 3458 i @ e e + Command & Control activity was detected from 10.92.40.5 to 208.67.220.220 (United States)
treat-assel-34.56 « Data exfiltration was observed from threat-asse!-10.92.40.5 10 192.115.7.60 (Israel)
(% First Alert  February 14,2023 08.40:52 « Data exfiltration was observed from threat-asset-10.92.40.5 1o 51.11.168 232 (United Kingdom)
£ Created March 22, 2023 13.20:07 E Collection T Command and Control &, Exfiltration « Data exfiltration was observed from threat-asset-10.92 40.5 to 178.33 33 199 (France)
* Data collection indtiated
£ Latest Alert  March 22, 2023 061250

» Execution Detection by Network Activity, Defen.. = MNew @ @ e e e « Dbserved network traffic indicates a potential malware sxecution
+ Detected Endpoint activity indicates Defense Evasion techniques being used
[ First Alert January 22. 2023 082753 « Targeted by public application exploit over HTTP from unknown
£ Crested March 22 2023 125597 B s (ke T e + Command & Control activity was detected from 10.91.144.104 to 10.89.40.5 (Greece)
5 + Command & Control activity was detected from 10.91.144.104 to 10.88.40 5 (Greece]
(% Latest Alert  March 21, 2023 20:00:01 « Data exfitration was observed from threa 10.91.144.104 10 178,128 6.101 (Greece)

Command & Control, Data Exfiltration New @ e + Command & Control activity was detected from 10.92.104,160 t0 10.92.40.5 (Russia)
« Data exfiltration was observed from threat-asset-10.92 104,160 1o 151 236127 209 (Russia)
C® FirstAlert  February 8, 2023 13:39:17 « Data exfiltration was observed from threat-asset-10.92.104.160 10 151.236.127.145 (Russia)

3 Created March 22, 2023 1321:24 & Command and Control & Exfiltration
£ Latest Alert  March 21, 2023 20.00.01

® Execution Detection by Network Activity, Comm... & 6789 s @ + Dbserved network traffic indicates a potential malware execution
threat-asset-6.7.8.9 + Command & Control activity was detected from 10.91.144.224 to 10.89.40.5 (Greece)
(% FirstAlert  February 3, 2023 15:57:31 + Data collection initiated
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How Active Threat Detection Works

Active Threat Detection is an integral part of the
Fidelis Elevate framework. Active Threats correlate
data from Fidelis Network, Deception, Endpoint, and
Sandbox alerts

Evaluate Findings Against Known
Attack Vectors

Tracking the techniques, tactics, and protocols (TTPs)
used by cyber adversaries is a full-time job. Active
Threat Detection does the work for you by automatically

correlating signals using the MITRE ATT&CK framework.
This eliminates tedious and error-prone threat hunting
exercises. The Active Threat workflows provided through
Fidelis Elevate tell the complete story of the threat and offer
evidence and guidance for investigation and remediation.

Detect and Correlate Weak Signals

Active Threat Detection surfaces high-confidence
conclusions by aggregating data across alerts

and assets and mapping findings to known attack
techniques. Each conclusion represents an Active
Threat to the network. It filters out noise and false
positives, giving analysts dependable and actionable
insights into the status, location, and impact of the

Proactively Secure Systems with
Greater Confidence

Security teams can act swiftly and with greater confidence,
relying on actionable conclusions. Each conclusion

threat. These findings help analysts quickly attend provides evidence of each threat signal, including stage

to malicious or highly suspicious activity in their of attack, involved files and systems, attack TTPs, and
networks descriptions. Responders and threat hunters can drill in
deeper to discover and remediate security weaknesses.
And with intelligence that learns and grows, your cyber
defenses become the foundation for true cyber resiliency,
keeping your valuable assets and data safe, no matter
what comes next.

Put Active Threat Detection To Work

Active Threat Detection is an integrated part of the

Fidelis Elevate platform. Fidelis Elevate is an active and

open eXtended Detection and Response (XDR) platform -®

designed to enable proactive cyber defense. Fidelis Network D

Elevate delivers contextual visibility and rich cyber terrain

mapping across the full threat landscape. These insights

enable security teams to continually tune defenses and

neutralize threats before they can damage business

operations. They also form a foundation of intelligence to

keep you ahead of the next attack.
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Learn more about Fidelis Elevate, or sign up for a free demo today to see how your security teams can see
more, and stop more, with Active Threat Detection, only from Fidelis Security.
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Fidelis Security® is the industry innovator in proactive cyber defense, safeguarding
modern IT for global enterprises with proactive XDR and CNAPP platforms. Fidelis
Security consolidates IT security operations to shrink attack surfaces, automate threat
detection, and accelerate analysis, forensics, and response so that organizations
remain resilient through cyber-attacks and emerge stronger and more secure. Fidelis
Security is trusted by top commercial, enterprise, and government agencies worldwide.
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